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Say, What?

There is an overload of perplexity from
- merchants when it comes to credit card
CREDIT CARD . :
processing and their accounts. The
majority of the confusion stems from the
various organizations who are involved
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from selling the service to processing the
transactions to charging the fees to
creating the pricing structure.

It’s Elementary

Vecter Technologies solves the merchant account “mystery” of payment processing by taking
merchants through each step so they can become more informed when it comes to processing,
and therefore, make a number of account improvements.

Pick Me, Pick Me!

There are countless providers to choose from all wanting your business. Finding the right
provider that fits your business and needs is like finding the love of your life. Once you discover
what the right merchant service provider can do for you, you will never want to let them go.
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The Players: Credit Cards

Acquiring Bank (Merchant Bank)

An Acquirer (or acquiring bank) is a member of a card scheme(s), for example MasterCard®
and/or Visa® maintain merchant relationships and receive all bankcard transactions from the
merchant. The Visa® or MasterCard® Acquirer is the entity that is contacted for each
authorization request, and then the entity that provides the approval or decline of the credit
card.

Merchant Services Provider

If the Merchant did not set up their Merchant Account
directly with a Merchant Bank, then the Member Service
Provider (MSP) /Independent Sales Organization will be the
organization to quote a Discount Rate to the Merchant.
There are several different types of organizations that can
provide this service to the Merchant: Merchant Banks, MSP,
Independent Sales Organizations and Processors.

The MSP will quote the Merchant a Discount Rate and setup
account information with both the Front-End and Back-End
Processors to handle the Merchant’s credit card
transactions. The Merchant Service Provider is responsible
for all communications and relationships between the
Merchant, Card Associations, processors and Merchant
Banks.

Front-End Processors

Front-End Processors handle the up-front authorization of a
credit card transaction. They have connectivity to all of the
Card Associations and route transactions to the appropriate
network for authorization. The Front-End Processor is the
Merchant’s point of connectivity for authorization and

settlement of transactions. When a Merchant settles or
submits a batch, it is sent to the Front-End Processor who then routes the batch to its Back-End
Processor.
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Back-End Processors

Back-End Processors receive settlement batches from the Front-End Processor. Transactions
from all Merchants are grouped together by BIN (Bank Identification Number) range and
submitted to the appropriate Issuing Bank on a scheduled time frame.

MSP/Independent Sales Organizations represent a variety of Merchant Banks and are
authorized to setup Merchant Accounts on behalf of these banks. There are literally thousands
of these organizations that provide their services both online and in-person. These
organizations can be thought of as extended sales forces for the Merchant Banks. As such, they
typically work with more than one Merchant Bank and can offer a broader range of services
(payroll, Funding, ATM’s, check services).

Payment Gateways
Payment Gateways connect the Merchant to the bank or processor who is acting as the front-

end connection to the Card Associations. Payment gateways encrypt sensitive information,
such as credit card numbers, to ensure that information passes securely between the customer
and the merchant.They are called Gateways because they take many inputs from a variety of
different applications and route those inputs to the appropriate bank or processor. Gateways
communicate with the bank or processor using dial-up connections, Internet-based connections
and/or privately held leased line connectivity.

Gateways can offer additional value added services such as terminal repair and replacement,
free online reports, risk management and fraud control. Each payment gateway provides
connections to standard industry POS equipment (Verifone, Hypercom, Ingenico) along with
other integrated software applications. Many gateways have use of their own proprietary
software solutions that is only accessible to their system.

Issuing Bank

Also known as the Issuer, this is the financial institution that
physically provides a credit card to an individual or business.
There are many forms of credit cards. The Issuing Bank shares
in the Interchange Fee charged by the Card Associations. Most
of the power in the credit card industry resides with the Issuing
Banks. Some examples of current Issuing Banks include:
RBSCharter One Bank, Capital One Bank, Chase Manhattan
bank and Citibank.
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The Process: How Credit Card Transactions Work

What steps are involved for a typical credit card transaction? There are four players in this
journey’s scenario:

The Cardholder: Any consumer or business using a credit card or product to make payments.

The Merchant: A store, a restaurant, a physician’s office, a utility company, an online retailer or
an airline that accepts credit cards.

The Acquirer: A financial institution that begins and sustains contractual agreements with
merchants in order to accept and process credit card transactions and allows credit card
payments from customers.

The Issuer: A financial institution that provides branded payment products to consumers and
businesses. When a branded payment product is used, such as a credit card, the “Issuer “lends”
the consumer the funds to complete the transaction. If it is a debit or prepaid card transaction,
the funds are automatically withdrawn from the account and transferred to the Acquirer.

The Journey:
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The Investment: Fees & Rates

If someone asked you today how much accepting a credit card transaction was costing your
business, chances are you wouldn’t be able to give them a very accurate figure. Merchants are
continuously trying to figure out and understand the various fees that they get charged for
accepting credit card transactions. The industry has created a myriad of different fees that can
be imposed upon a Merchant and these fees are hidden behind a variety of different rules and
regulations created by the Card Associations. The only fee most Merchants are familiar with is
their quoted “Discount Rates”. The Discount Rate is a percentage of each dollar processed, and
possibly an additional flat per transaction fee that the Merchant Service Provider charges the
Merchant for processing a transaction. From that Discount Rate, the Merchant Service
Provider, Processor, Issuing Bank and Card Associations all take portions for their services.

Turning to the MSP will not always shed
light on the fees the Merchant is paying.
As the Merchant experiences problems
with transactions, causing them to
“downgrade”, the Merchant will pay a
higher rate for those transactions
depending on the level of failure and risk
assessed with the transaction. That
higher rate equates to more monies
being collected by the MSP and more
being shared amongst the Processor,
Issuing Bank and Card Associations.

Effective Rate

The Effective Rate is the calculated bundled rate to the Merchant of a transaction after
combining the Discount Rate, assessments, downgrades, and other per item transaction fees.
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Interchange Fees

Interchange Fees are the fees that the Card Associations charge for processing a transaction.
There are a variety of different Interchange Fees based on how the transaction is sent and the
type of Merchant Account. It is usually stated as a percentage of the total bill, plus a flat per
transaction rate. This fee covers the costs and time associated with getting funds to the
Merchant Bank and getting the billing information to the Issuing Bank. The fee is paid by the
Merchant Bank to the Issuing Bank, who then pays the Card Association.

Interchange Fees are normally hidden from the Merchants. With the availability of information
on the Internet there are many places publishing current Interchange Fees such as Visa® and
MasterCard®.

Below is an example of the fees associated with a
typical Visa® CPS/Retail transaction a merchant
may process and how these fees are distributed to
the various parties involved:

«If we assume a Discount Rate for a Merchant
of 2.05% + $0.15 Transaction Fee, then for
a S$100 Visa® charge the amount the
Merchant would pay their Merchant

Services Provider will be $2.20.

«This is amortized as follows:

o Visa® and Issuing Bank split the
Interchange Rate of 1.65% + $0.10,
or $1.75 (see Interchange Rate

documents above)

o MSP and Processor split the .40% +
$0.05 mark-up, or $0.45

Because there are dozens of different rates and fees,
some processors and MSP have bundled various rates together into “Rate Tiers”.
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Fixed Acquirer Network Fee (FANF)

On April 1, 2012, Visa® began a new Fixed Acquirer
Network Fee (“FANF”) assessed to acquirers on a
merchant Taxpayer ID basis. The FANF fee applies to all
businesses that accept Visa® credit and debit cards,
regardless of who their merchant services provider is.
This means that all Acquirers, are assessed these fees.
The MSP Network Fee will also apply to all Visa®
transactions.

Separate FANF charges are imposed on (i) merchants processing transactions where a
cardholder is physically present (“CP Merchants”), with the exception of merchants primarily
operating as Fast Food Restaurants and (ii) merchants processing transactions where a
cardholder is not physically present (“CNP Merchants”), which shall include merchants acting as
merchant aggregators for other merchants, or merchants primarily operating as Fast Food
Restaurants (MCC 5814). If a merchant falls into both categories described above, the merchant
will be charged the FANF charge and the MSP Network Fee as both a CP Merchant and a CNP
Merchant. The MSP Network Fee will be charged to all CP Merchants and CNP Merchants
regardless of the type of merchant.

For CP Merchants with less than 50% of their monthly Card Present sales volume from the High
Volume Merchant Category Codes (“High Volume MCCs”), FANF charges are assessed on a per
location basis, with fees ranging from $4.50 ($2.00 FANF + $2.50 MSP Network Fee) per
location per month for CP Merchants with one to three locations to over $26.50 per location
per month for CP Merchants with more than 250 locations.

_For CP Merchants with at least 50% of their monthly Card Present sales volume from the High
Volume MCC, the FANF charges are assessed on a per location basis, with fees ranging from
$5.40 ($2.90 FANF + $2.50 MSP Network Fee) per month for CP Merchants with one to three
locations to over $7.50 ($5.00 FANF + $2.50 MSP Network Fee) per location per month for CP
Merchants with more than 20 locations.

For CP Merchants, FANF charges and the MSP Network Fee appear on statements as FANF CP
and MSP Network Fee.
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Rate Tiers

Tiers are usually more simplistic than
Interchange Fees in their naming, such as
“Qualified”, “Mid-Qualified” and “Non-
Qualified”.  While this may seem simpler to
understand, it does not provide a great deal of
detail to the Merchant to understand what they
are actually paying for and why. Merchant
service providers will even assess different tiers
for Visa® and MasterCard® rates, even breaking
the tiers to credit and debit cards. A traditional
three tier pricing schedule can now be a four
tier, five tier or even a six tier pricing schedule.

It should be noted that only Visa® and MasterCard®, and now Discover® actually partake in the
Interchange process. American Express® does not participate in Interchange. American
Express® is the Issuing Bank, the Merchant Bank and the Card Association, so they handle all
aspects of the card transaction and don’t share their fees.

Discount Rate

The Discount Rate is the fee paid by a Merchant to the MSP to handle the deposit of credit card
funds into their Merchant Bank account. It is negotiated at the time the Merchant selects their
MSP and is usually quoted as a percentage or fractions thereof (basis points). The Discount
Rate is the amount the Merchant's deposit will be discounted.

The Discount Rate includes the Interchange Fee, communication costs (leased lines, 800
services, etc.), split processing fees and other miscellaneous costs as determined by the MSP.
The MSP does have flexibility when determining a Merchant's Discount Rate based upon the
amount of profit the Merchant Service Provider wishes to make on the Merchants Account.

While certain aspects of the Discount Rate will always remain, such as the Interchange Fee,
some Gateway solutions can help lower certain costs - i.e. communication costs, split
processing fees, etc. - that a MSP must pay and those savings can and should be passed on to
the Merchant to help lower the Merchant’s Effective Rate.
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Effective Rate

A Merchant’s Effective Rate is the true cost of each transaction. You can figure a Merchant’s
Effective Rate by summing together all of the fees and charges assessed to the Merchant and
dividing those by the total dollar amount the Merchant processed. Do the math on your
current statement to figure out what your current Effective Rate is. It is very important to
realize the Effective Rate can be significantly more than the discount rate you were quoted.

Authorization Fee

All processors charge a flat fee per transaction for the authorization request. This fee may be
listed as its own line item to the Merchant on their statement or it may be “bundled” into the
Merchant’s Discount Rate. Some MSP will state they are waiving this fee, but usually it is just
being “bundled” in the Discount Rate.

Communication Cost

There is always a cost related to moving a transaction from one point to another; this is
referred to as the Communication Cost. Depending on the method being used to move the
transaction, the cost for it will be higher or lower. The most costly form of communication is
via a dial-up connection, since the Processor has to maintain toll-free phone circuits and
modems for the calls into its network. There are a variety of connections that can be made
using the Internet; these are fairly inexpensive to the processor so they should be cheaper for
the Merchant to use. However, some processors see this as a premium due to the speed the
Merchant enjoys using these connections, so they add a premium fee. A third form of
communication is a private line between the Merchant and the processor. With this type of
connection, the Merchant is charged a monthly support and maintenance fee for the dedicated
line. Since the Merchant has a separate agreement for this line, there are no communication
costs in the Discount Rate. This is a fairly expensive option and primarily used by very large
Merchants processing thousands of transactions per day. Merchants taking advantage of a
Gateway, which uses its own dedicated connection to the Merchant’s processor, can save the
Merchant considerable money since the processor is getting paid by the Gateway for the
communication cost.

MSP often bury communication costs into their rates to pass them on to their Merchants or
they may appear on the customer's statement as 950, 800 or WATS fees. If the Merchant isn’t
seeing communication costs on their statement, they are being “bundled” in the Discount Rate.
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Internal Revenue Code (IRC) Section 6050W

Section 6050w of the IRS tax code enacted by the Housing Assistance Tax Act of 2008 took
effect on January 1, 2011 and required payment processors to report merchant income to
improve tax compliance by businesses that accept credit cards.

Processors must report all settled payment card transactions under section 6050w, as well as
perform backup withholding at a rate of 28% beginning in 2012 for merchants that have
incorrect TIN or tax filing names. Merchants should confirm with their processor that they have
the correct individual Tax Identification Number and tax filing name.

The IRS must receive the total payment volume received by US account holders whose
payments exceed both below levels per year:

520,000 in gross payment volume from sales of goods or services.
¢200 separate payments for goods or services in the same year.

A Merchant’s payment processor should ask their payment processor to update their
account(s) with a tax ID number, if they do not already have one. A Merchant’s tax ID number
could be one of the following:

¢ Your Social Security Number (SSN)
e Your Employer Identification Number (EIN)
e Your Individual Tax Identification Number (TIN)

Below are guidelines to determine which tax ID number a Merchant should provide. A
Merchant should keep in mind to use the tax ID number that they use when reporting any
taxable income related to their Merchant Account to the IRS.
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Business Entities with an EIN: Merchants who operate through a business legal entity such as a
corporation or partnership provide the company EIN and company name.

Sole Proprietors with an EIN: Merchants who operate as a sole proprietor using an EIN, provide
company EIN and their own name. They should not provide a business name or a DBA name
("Doing Business As") with their EIN.

Individual Sellers and Sole Proprietors without an EIN: Merchants who are an individual seller
or sole proprietor and operate under their SSN or ITIN provide their SSN or ITIN and name. They
should not provide a business name or DBA name with their SSN or ITIN.

Downgrades (Non-Qualifications)

A large portion of the costs associated with credit card acceptance is the downgrading or non-
qualification of transactions. These are the transactions that do not qualify for the best
possible Discount Rate because they don't meet the data content or transaction-timing
regulations set by the Card Associations.

When a transaction is downgraded, the Merchant is charged additional basis points on top of
the quoted Discount Rate. The exact amount is dependent on the data missing from a
transaction. Pin Based debit is the most secure transaction, where as a keyed transaction is a
higher risk due to the transaction not capturing the data from the magnetic strip (swiped
transaction).

Depending on the type of transaction there can be different reasons for a downgrade. Some of
the reasons that a transaction would downgrade include: not being settled within 2 days of
initial authorization, missing/invalid Tran ID or Banknet data, missing or corrupt swiped data
from the magnetic stripe read of the card or no AVS — CVV2 attempt on manually keyed
transactions.

Chargebacks
On any given credit card transaction the cardholder has up to 60 days from the time it receives

its statement referencing the transaction to dispute the charge. When the cardholder files a
complaint with their Issuing Bank stating a charge was not valid, the Issuing Bank issues a
retrieval request which is sent to the Merchant. To respond to a retrieval request, Merchants
are charged a fee by their MSP. This fee runs from $10 to S50 per retrieval request, the
average is $15.

If the Merchant does not respond in a timely basis, it can also be charged a timeliness fee and
may even lose the transaction completely.
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There are a variety of other instances where a chargeback does not require the cardholder to
initiate the event. These are initiated by the processor, Merchant Bank or Issuing Bank. Even a
partial reversal of the original amount of the transaction is considered a chargeback.

American Express®

Nearly 40% of all business travelers utilize American Express® as their corporate credit card and
there remain a percentage of cardholders preferring the Discover® card. Unfortunately,
accepting these card types has historically been an expensive endeavor. Typically, a Merchant
pays a third party routing fee to connect to American Express® or Discover®. This fee can be as
high as $.35 per authorization. The MSP may tell the Merchant that they don't charge for
American Express® or Discover® transactions, but this is almost never the case. The cost may be
buried in the Discount Rate, but since third party processors charge the MSP, you can be
assured the charges are passed on to the Merchant.

As mentioned earlier, Discover® has decided to work more like Visa® or MasterCard®. Many
banks have already started authorizing Discover® transactions. Over the next few years, all
major banks will be able to qualify Discover® transactions as they do with Visa® or MasterCard®
transactions.

American Express® has seen opportunities in markets they have little share in and have reduced
their processing rates. For instance, American Express® lowered their rate in the medical field
to capture more market share. This rate is as low as a rewards card issued by Visa®,
MasterCard® or Discover®.

Credits

Most Merchants don't realize how much issuing credits cost them. While most MSP charge
nothing for credit transactions (except for a communication fee), the Merchant did pay for the
original charge the credit is intended to correct. As an example a clerk goes to key in a
transaction for $15, but accidentally adds an extra zero making the transaction $150. Assuming
the Discount rate is 2%, the cost to process this transaction should have been $.30, but instead
the Merchant will pay $3, a full 20% of the total $15 ticket they'll eventually be funded for.

If the error is corrected before the batch process has taken place, the above scenario is negated
(Void). If the transaction happens after the batch process (Credit Return - Refund) then the
merchant is responsible for the fees assessed by the mistaken amount processed.
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Additional Charges

There are other fees that are charged
to a Merchant for processing that
don’t tie directly to the transaction
itself. Statement Fees, Monthly
Minimums, Annual Fees, Voice
Authorization Fees, Termination Fees

and Application Fees are common
fees many Merchants are faced with.
These fees need to be considered as
part of the cost of processing
transactions.

There is no hard rule regarding these additional charges. Some Merchant Service Providers
charge them and some do not. Some will decide whether to charge them based on each
individual Merchant and or, the amount of the fee may fluctuate with each individual
Merchant. Because there can be such a variance in these fees, it is wise for a Merchant to
“shop around” and get rates/quotes from several Merchant Service Providers to compare and
ensure that the Merchant is getting the best rate possible for its business.
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The Merchant: Merchant Accounts

Merchant Account is the means by which a Merchant
Service Provider identifies the Merchant. It is made up
of a variety of different “numbers” (Merchant ID,
Terminal ID, SIC, etc.) and enables the Merchant to
accept credit card payments. The Merchant Account
contains information that identifies the Merchant to
Issuing Banks and provides information regarding their
Merchant Bank and business checking account setup to
receive funds from credit card transactions.

Why do | need one?

Because you cannot accept credit card transactions
without one a Merchant Account. Using another
Merchant’s Merchant Account to accept credit cards is called “factoring”, or money laundering,
which is a serious violation of Visa® and MasterCard® rules.

Application Fee

Most MSPs will request an application fee from a Merchant to setup a new Merchant Account.
This is varies from $25 to $250, but could go higher. This fee is commonly waived if the
Merchant requests it. It is important to note, account setup fees are different than purchasing
licenses to use virtual terminals. Make sure your MSP is specific about the charges you are
being assessed.

Policy Changes
Financial institutions commonly change policies on their accounts, which include Merchant

accounts. There are a lot of reasons for these changes, but most often a merger or acquisition
preempts the change in policy. These mergers will often redirect the focus of the financial
institution. If you're Merchant type is no longer of value to financial institutions, your account
may be terminated. Luckily these policies are usually planned ahead of time and affected
Merchants are made aware of their need to find a new MSP.

Merchant Identification

When a Merchant’s transactions are settled and received at the Issuing Bank, certain
identification regarding that purchase and the Merchant is passed along as well. Some of this
information is used to provide information to the cardholder regarding the details of the
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transaction on the bill. If the cardholder is unable to easily identify the Merchant and
transaction, then the cardholder may file a dispute, or chargeback with the Issuing Bank.

The more complete and accurate Merchant information you provide in your Merchant account
setup, the less likely a cardholder will be to file a dispute against you regarding the transaction.

Types of Merchant Accounts

Part of the Merchant Account process is correctly identifying the
specific type of business the Merchant will be conducting with the
account. Make sure that your MID (Merchant Identification) is
classified in the appropriate category for your business type. Not
having the appropriate classification can mean serious downgrades
on all of your transactions.

Check your Merchant descriptor and verify the contact phone

number is correct and the description of the business for the MID is

‘ accurate. The better defined this information is, the less chance you

will have of receiving disputes from customers who may have
forgotten about their transaction with you.

Based on that information the Merchant will be given one of the following types of Merchant
Accounts, each has its own specific requirements and own rate.

Retail

The most common form of Merchant Account. Retail Merchant Accounts are used for
businesses providing goods and services in a face-to-face environment. If a Merchant will be
primarily swiping the magnetic stripe on the card, and doesn’t fall in to any of the other “card
present” categories, this is the type of account generally used.

Restaurant

Restaurant Merchants follow all of the same rules and requirements as Retail Merchants.
There are a couple of additional fields required by the Card Associations in order for a
transaction to qualify for the quoted Discount Rate. These fields are “Tip” and “Clerk”.

Lodging
Lodging Merchants have more information to pass than any other Merchant type. Things like
check-in date, number of nights stayed, incremental authorizations, etc., cause the lodging
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Merchant to be one of the most difficult to qualify for the quoted Discount Rate. Lodging
Merchants are those who offer rooms to their customers.

In the case of resorts and large full-service hotels, it is not uncommon for there to be multiple
Merchant Accounts of multiple types. The front desk will have a lodging Merchant Account,
while the restaurants will have restaurant Merchant Accounts and the gift shops will have retail
Merchant Accounts.

Mail Order/Telephone Order (MOTO)
A MOTO account is used when the Merchant’s primary mode of sales is not done face-to-face
with the cardholder; this increases the chance that the true owner of the card is not making the
purchase. Because of this, there is a higher risk of fraudulent activities and MOTO accounts
carry higher Discount Rates than the previously mentioned account types. Additional security
checks must be handled as well, such as Address Verification (AVS) and Cardholder Verification
(Cvv2).

MOTO accounts are considered different than
ecommerce accounts as there is a physical link
between the purchaser and the Merchant, either
by phone or mail.

Ecommerce

Due to the nature of the Internet and prior
instances of fraudulent activity with web-based
Merchants, ecommerce Merchant accounts carry
the highest quoted Discount Rates. If the
Merchant’s primary mode of interaction with

their customer is via the Internet then their
Merchant Account should be configured as
ecommerce. Ecommerce Merchants have to

SILVER CARD

follow the same rules and guidelines as MOTO
Merchants and have to flag their transactions as
being ecommerce generated transactions.

There are two different types of ecommerce accounts, physical and digital. A physical account
would represent a web-Merchant who is shipping or providing some form of tangible product
to the cardholder, while a digital Merchant is providing a service.
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Auto Rental

Auto Rental Merchant Accounts are used solely by organizations who rent vehicles. There are a
variety of different pieces of information specific to the auto rental agreement which have to
be included in the transaction data. The majority of these transactions will be carried out face-
to-face and a card swipe will occur.

Keeping It Safe: Credit Card Security

Card Associations

Over the last few vyears there have been a variety of
initiatives brought forth by each of the different card
networks. Visa®’s Cardholder Information Security Program
(CISP), MasterCard®’s Site Data Protection (SDP), American
Express®, Data Security Operating Policies (DSOP) and '
Discover®s Information Security and Compliance (DISC) ‘
regulations. In December of 2004, the Card Associations

came together to create a single security program to set a

single standard for Merchants to comply with: the Payment

Card Industry Data Security Standards (PCI DSS).

PCI DSS focuses on six areas of operation: /

¢ Build and maintain a secure network

e Protect cardholder data

e Maintain a vulnerability management program

eImplement strong access control measures

e Regularly monitor and test networks

¢ Maintain an information security policy
For most Merchants, in order to certify to the PCI DSS standards, you must complete a detailed
self-assessment form and receive quarterly network scans from an independent auditor. For
bigger Merchants (6 million transactions annually or above), the regulations require a detailed

onsite assessment. Even Merchants who process less than 20,000 transactions annually are
required to comply with the regulations even though they are not currently required to be
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validated by the Card Associations. Certification and compliance guidelines for smaller
Merchants are dictated by its Merchant Bank.

Regardless of your size, failure to comply can lead to steep financial and operational penalties.
The first time any of your data is compromised the Visa® fine will be $50,000. For any
subsequent breaches, the fine goes up exponentially. More importantly, Visa®, MasterCard®,
Discover and so forth can and, in fact have, taken away the ability of the Merchant to accept
credit cards.

These regulations have been around long enough for any and all organization you choose to do
business with should be able to provide you proof of their certification for PCI DSS. Most
organizations will be listed on Visa’s main website. Less stringent certification requirements
have been created called PABP which are detailed below. For more information regarding PCl
DSS you can read Visa®’'s PCl information.

Payment Application Best Practices (PABP)

Visa® has developed "Payment Application Best Practices" (PABP) to address security and the
risks associated with varying payment applications (point-of-sale or property management
systems). The goal of the PABP is to help software vendors create secure payment applications.
To be considered secure, these applications cannot retain full magnetic stripe data or CVV2
data and must support a Merchant's ability to comply with PCI DSS requirements.

The Card Associations do not currently require the payment applications to certify compliance
with the PABP standards. However, many processors, including First Data, Paymentech,
RBSLynk, Hartland, and Vital are requiring that the payment applications validate their
compliance with these standards through an independent third party auditor in order to
continue to be able to send transactions directly to the processor. First Data required the audit
to be completed by October 1, 2005 and is requiring third party POS software vendors to certify
all versions. In addition, any POS software vendor who connects remotely to Merchants for the
performance of maintenance, enhancements or updates must also complete an onsite PCI DSS
certification audit with a third party security assessor approved by Visa®.

Merchants are also pressuring their POS/PMS providers to comply with these regulations as it
can be imperative to their own ability to become PCI DSS certified. For more information
regarding PABP visit Visa’s website.
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Protecting Your Business: Taking Control

You need to be your own criminal lurking around your business. Look for ways that a thief
would be able to get access to sensitive information about your customers. When you are in
other Merchants’ businesses look around their operation and see what they are doing wrong
with cardholder information. If you can see it happening there, does it happen in your
business?

Set an employee policy outlining access to sensitive customer information. Make your
employees read and acknowledge it on a regular basis. Limit access to cardholder information
and maintain a log of each of your employee’s access to the information. This is very hard to do
and enforce without an automated system and database which allows for each of your
employees to have their own login and security rights which limit their access to sensitive credit
card data.

Digital video cameras and network storage have made video surveillance simple and affordable.
You should be recording your employee’s actions at the cash register and in areas where
information is stored. You should have a written policy outlining this and have your employees
read and acknowledge the policy.

Test your employees. Call your business from a phone number they won’t recognize and ask
some simple questions to try and learn a bit about your business from the employee on the
phone. Will they tell you what kind of equipment is being used?
What bank is used? The phone number you call for support?
These are all simple and common questions a thief will use to
start learning about your business to try and commit fraud.

Make sure you are destroying all credit card information on a
regular basis. Storing bags of receipts in your office is only
inviting a thief to walk in and take the bag. Some business keep
years worth of printed credit card receipts sitting in boxes in their
backrooms where any employee could get to them and it could be
a very long time, if ever, before someone knew they were
missing.

(\ # . Ifyou are running a website consider purchasing Web Liability
Insurance and Web Outage Loss of Income Insurance. Just as you insure your physical business,
insurance for your website is just as important. Do not store cardholder information on your
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Web Server. Also do not e-mail cardholder information. Both of these are the easiest for
hackers to gain access to and therefore access to your customer’s information. Use an SSL
certificate to provide Secure Socket Layers for your website and encryption of customer
information between your Web Server and your customer’s Web Browser. Any of your
computers have access to the Internet should be hidden behind a firewall to prevent
unauthorized access by thieves looking for an easy target.

Have a policy/plan drawn up identifying all the steps and measures necessary should you
become aware a breach of your security has been committed. Check with the state your
business is in and find out what its requirements are for such a breach. Each state has different
laws identifying the Merchant’s responsibility.

Summary of Laws & Regulations

There are a variety of different law enforcement agencies involved with the enforcement of
laws focusing on credit cards and transactions. You need to check with your local, state, and
federal laws to find out which pertain to credit cards and Merchants. There isn’t a state in the
U.S. that accepts ignorance of the law as a defense. A good collection of these laws can be
found at the FTC's Credit Website. While you’re looking, visit the Fair Credit Billing Act.

There are also a variety of laws pertaining to the safeguarding of customer’s sensitive (private)
information: California Database Protection Act, Gramm-Leash-Bliley Act, FTC Security
Regulations applying to GLB, FTC Financial Institutions and Customer Data, U.S. Department of
Treasure: Interagency Guidance on Response Programs for Unauthorized Access to Customer
Information and Customer Notice. The U.S. Secret Service has been the primary law
enforcement agency for credit card crimes. They handle all levels of criminal activity involving
credit card crimes.

Reporting to Law Enforcement

One of the reasons thieves do what they do is because they believe they will get away with the
act. This holds true with credit card fraud and theft as well. If you experience criminal behavior
in your business you need to report it. If you think the next guy will report it and you don’t
need to, the thief could go on forever and never face the consequences of his/her actions.
Immediately after an incident, gather all of the information you have regarding the incident. Sit
down and outline a summary of the actions and facts regarding the incident. This will help
make sure you don’t forget anything later on when you talk to Law Enforcement.

Contact an appropriate Law Enforcement Agency and let them know what happened and you
wish to file a report.
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Glossary of Terms

ACH (Automated Clearing House): Facility operating under the rules and regulations of the
Federal Reserve Bank that clears financial transactions between financial institutions.

Authorization Fee: Per item fee charged each time a card is authorized through the POS
equipment.

AVS (Address Verification Service): Feature allowing entry of the street number and zip code of
the cardholder’s billing address. AVS is a requirement for MOTO merchants and is requested
when a card is manually entered in the POS device.

Bank Card: A financial transaction card issued by a financial institution.

Basis Point: Equal to one, one-hundredth of a percent. Discount rates are expressed in basis
points.

Batch Fee: Amount charged for each batch submitted for settlement.

BIN (Bank Identification Number): First six-digits of a payment card that identifies the issuing
bank.

Check Card: A plastic card linked to a checking or savings account. Offline or signature based
debit cards work in the merchant environment the same as a credit card transaction and are
not required to be “online” to the account balance.

Commercial Cards: Payment cards issued to businesses to cover expenses such as travel,
entertainment and purchase of business related items. There are three types of commercial
cards: business, corporate, and purchasing cards.

Credit Card: Plastic cards allow payments to be offset against a special-purpose account
associated with a revolving line of credit requiring some form of installment-based payments.

DDA (Demand Deposit Account): Bank account used for clearing payment transactions.

Debit Card: A bank card enables the user to purchase goods and services and obtain cash
disbursements against his or her asset account (generally a checking account) and is also called
an online debit card or deposit access card. Online debit cards or PIN-based debit cards ride
over the ATM network; they require a PIN and the ability to connect to the live balance of the
account holder.
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Discount: The percentage of each retail sale a merchant must pay the acquirer for the ability to
accept a credit or debit card at the point of sale. Its components include the cost to process and
handle bank card sales transactions, interchange fees and the costs of providing deposit credit
to the merchant.

Dues and Assessments: The amount collected per transaction by the associations, Visa,
MasterCard and Discover.

Electronic Benefit Transfer Card (EBT): The delivery of annuity and public assistance benefits by
the application of plastic card technology versus paper coupons and checks.

Fleet Card: Designed especially for shipping companies, the Fleet Card is a payment system for
fuel and maintenance expenses.

Forced: A transaction has been swiped or keyed requiring verbal authorization at which time
the authorization is manually keyed into the POS terminal.

Gross Monthly Deposit: Funds paid to the merchant’s account based on the entire batch
amount. The discount rates and fees will be assed separately at the end of the month.

Interchange: Exchange of financial and non-financial information between acquiring and issuing
institutions.

Interchange Rate: Fee assessed to specific card types based on the characteristics of the
transaction (i.e. swiped or keyed, settled within 24 hours, required data entered per industry,
etc.).

Keyed: A transaction manually keyed into the POS terminal and authorized in the same manner
as a swiped transaction.

Net Daily Discount: Funds paid to the merchant’s account based on the batch amount less the
discount rate and fees.

On File Fees: Monthly fee incurred to maintain merchant accounts on the authorization and
settlement networks.

Return: A credit to the cardholder for returned merchandise.

Rewards Cards: A credit card affiliated with an organization, retail store, charity program,
airline mileage program or cash back program. Visa Traditional Rewards, Visa Signature
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Rewards, and MasterCard World Card, MasterCard Elite programs were all created to compete
with Discover and American Express who began the rewards programs.

Sale:

A Card Present (CP): A merchant, market or sale environment where a transaction can be
completed only if both a valid card and cardholder are present at the time of the sale.

A Card-Not-Present (CNP): An environment where transactions occur without the
cardholder present; generally used when referring to mail order/telephone order
(MOTO) merchants as well as the Internet.

Stored Value Card: A prepaid card is loaded with an amount usable for later purchases, usually
at the sponsoring retailer or group such as a mall.

Surcharge: An extra fee charged for purchase, usually at point of purchase with the credit card
or any other paying method a credit company might offer, such as checks. It might also refer to
charges assessed to receive a credit card payment, as is common in any sales establishment or
with a vendor of any sort.

Swiped: Payment is made by swiping the credit card through the point-of-sale (POS) or
electronic data capture (EDC) terminal, which reads the account number, expiration date and
other identifying information encoded on the magnetic stripe on the back of the card

Transaction Fee: Per item fee charged each time a transaction settles.

Travel and Entertainment Cards (T&E): Plastic cards (credit or debit) used with airlines, hotels,
restaurants, car rentals or particular retail outlets. Popular programs include: American
Express, Discover, and JCB.

Void: The process of reversing a transaction, either immediately following a sale, or during the
merchant end-of-day balancing and reconciliation; the transaction is still logged but is not
cleared or settled.
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Dos and Don’ts of Credit Card Processing

Do ask for a list of all charges a merchant service provider can asses. Review the list above to make sure
they have included all charges.

Do require all boxes where a cost/fee can go on an application be filled in with and fee amount or “0” so
they cannot be filled in after they leave.

Do require the application be completed before signing the agreement.

Do take into consideration how you will be processing credit cards. For example, keyed in transactions
will never process at a “Qualified Rate.”

Do Not sign an agreement which is not fully completed.

Do Not sign a lease for equipment, in most cases a good merchant service provider will provide you with
equipment to process with, assessing a small deposit or rental fee may be need. As always, do your
homework, if it sounds too good to be true, it probably is.

Do Not take a sales agents word...always get it in writing.
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What’s Next?

If you are not a client of Vecter Technologies, we invite you to take the Merchant Account Challenge.

Send Larry Fiorella Larry@VecterTech.com your statement for a FREE analysis. He will beat or match

your current aggregate rate!
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